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bear Bob, . Bept g 9

llere is sorie info on_a subject about which ‘you may noi be sware . .. .
and which in any event 1s not I belleve of @reat imprtance to youe.
It is of inprtance to gf/4 - some other stations for y¥¥i{  reasons.
which you will see as we o along so I think we should all be
Cfamilliar with it.k- : S R
~Allrelectrical equlpment such as-teletype machines, T0T7s
tihts, me switchboards, the SIGCUNM the 1700 and so on glve out
arluou tjpes of radlio waves-when—they are-operateds-Cf cousse;in-
the case of many of these machines the radio waves are small in
-nower//ﬁf/ﬁﬁﬁ%ﬁ/ and so-dont o very fare Then again if-there-are-—
a lot of them golng at once they lnteffere% with each other and
“no recognizable-signal ~can be plc red up. Then-again even if “the
slpgnal that is goven out carries for sone.distance the situation may
‘be sueh, as lor Ilnstance at Caserta, where we had rieans of knowing
whether there were people around within the distance iﬂ/ﬂ%, of
daneger setting up recérding equipment. (I think tho that “aserta
as a bad exanple to glve on.that score as the vocorclng apparatus
“1s not large snd could possibly nave beeh set up in the woods up
the hill without discovery.

vrevent any dan :er as a practical matter arising regardlusa of
the ract that plain text slgnals maympe”givenmout.hﬂctwallwthe,;wm S
above  lnstruments give out plain text. It all depends at what points
N in,the_codinglprocas g any arcing or . sparks occur. For instance,.

in the case of the TK, the decode process produces a strong i
~plain toext sipnal whereas in . encode there.ls no recognlsable. .

gilgnal unless the plaintext bape 1s cut independelty of the coding

DIOCCas .. . _— R O POV N N e

'611 as you can see there are a lot of factors wh ch nay. -

Por your info I will list the various instruments that 1
know of and the nature of the signals they olve out: '

ABA, BERTHA, 1700 =~ only operating-‘i"nalo (anat
is nelther plain nor cipher radio waves, just

a routine slgnal that is the same fop evar
“turnover: of Thc ma uQLnas)' o o

SLGCUN = A considerable plaintext signal (nore on

T0T =~ clpher text signals are radiated. In addition
1f the relay which ls used for remote control

{as in conlerence work) 1Is used a strong piain text
signal 1s emitted.

n

TK - see above. 'The plaln text signal 1s mixed with
certaln operating signals but is.distniguishable.

RIWED - Only operating slgnals
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e ;_,,}v_i_‘_uw-_,S,\_@_'__i[» TCHBOARDS - No tests made in most cases. The BD-lOO

gives a strong signal duplicating whatever is put tnru

e it,.plain or. ClpbBr bext. _

e MU ETYRE Y ACEI;uswzwltwis_amfaotuthatmallwteletyp@_machig&au“__
‘ A (1if not surpressed) give out a weak to medium signal
e yhdcli-dupli-cates—whatever is belng typed.. (The .. __
Western Union teletypes glve a muich stronger signal
o= S han - bhe-Teletype--Corpe)— -

'How qtron* are the e SLwnals9 Well theJ range up to about

“the T max Imum- (T”‘Qecode, BD""“TOO)~Df 400-microvolts-per—mebery- -
which means that ungdér favorable -conditions. the signal could be

Theard With relatively s lmple,.pnm+qble eqUIpemtn"anU*recoréﬂd gt
a distance of "O ‘Lo Oo yﬂrds. T

An exception 1s the SIGCUM which 1t is claimed by the Bell ;
Lab people although we made no TESTs olrselvesg can be heard at
_grest distances. (Again more later on This.)

I __Bob, note that these radio type signals are of no espcial
wave leng

ths but rather of all.wave len ~the although any speclilal ~ R
~machine may have 1ts own frequency or a nlmbgr of them at which =
it can be heard better. : , . o ' . L A

Hote this too. That in every case it ls possible to surpress
~fhe--gignal-by-appropriste-use-ofl surpressors,. condensers,_shielding
of the wires and so on. You have to have a competenet radio tech-. . ,
ek an--though—t0 - do—-this—and-since- the-waves-arle-gplvenout. aL;,mem.w_._mw
anc all frequenclies he has to.actually test the whole damn
~e o -gpeetrun- from-top--to-bottom-and -practically . into-sound wave. fre=_ .
quency. The Bell people told us how they thought they had worked :
e W uurpre suon-—-for—one-machine ~and-then-found-one—singke—set—0f—
waves etJln& waj‘whloh would have. spolle& Bhe whole thlnm. S !

o e ],

S |

ot only wall the use of proer surpgessors and so on fix

TUARY WaeHIne but a@lsothe use of aradio Prfg —proof-cage will—

work Tine if all the wires that run out have traps on them. Ve ?

Tactually bullé one Toy ouy¥ TK and 1t worked Tikea charm but-we ——
had to run around and test 1t very carefully first because one wire

running out of the thing which is Hot takéen c¢are o will Whndo
~all _jour worke.

o

e .. You will notlwe I spoke of the importance. of wires. Some of
the Irequencles involved have a geeat affinity ior any wires that
ceBre in. the room_and will .i.;,@fc_,.gms_,g the wires and run down them for
great distances. Purther they will radiate Ifrom the wires so that
—»~~-thegwcaq_be<pluked4um bngnguctAanqum_nﬁ the wires. That _lis the
problem with the SIGCUIM because the “ell peogée Ainsisted that
R _pla_ln_te_,{q‘;_ran i q-'hf down-the wire alon ¥od cwith the. C‘J.D]S.Bl‘ j@};jwbut
that the timing was suclh that you coulu keep them separate from
—r-—efch-other in-the-recording--and- seﬁmeadwﬁhemiﬁafﬁicwa“nuubeﬁﬂoﬁwwv
1les from the origination p01nt. T do not find the Army 1s Wery.
R 5 e cmte.waboutwthls point.on thWCILukmx-dm‘qﬁgllnedwteﬁﬁelieveW,“




the Bell people over the Army because some of the young officers
who had been working on thls at Arlington were worried and beéﬁdﬁ@;
Bell doesnt say 1t can do a thing 1r It cant. '

It was the wires in the case o the T that were *1b real
daurer. Lomplutcly unsurpressed we could hear the plaintext not
much more than 10 or 15 feet outside of our basement on the road .
But the signal got onto The telephone wires and ran down then go
-that .you could- hear.very plainly up by Yentral and Neorth bulldings.
and presumably conslderably Iurther even though we were taking the
signals of £ by-induction-at -a-polnt perhaps-six to. 10 feet from
the wires thems clves. '

The DOLHt in all thls is not so rmuch “ndt L1era ls a serlous
“danmerin #oevery statlon but rather-that--there-is a- poslbility -
of danper the extent ol whilch must be reallsed in order to
determine whother anything need be dones I something s to -
be done we have no one to cope with 1t our°u1vao and have to call

IR a radin vegearch an 'tO"h‘elpo'”'“ o R
B " Bob, ﬁlW'ﬁéTéfybé”Cérp téTét*ﬁéé“éféwéﬂﬁbﬁhﬁidﬁlly”équigpddw““”“’““
"th I nooa QC?TCL of surpr ssion. Western Unilon ones are nobe ut

Cer )erlmentlng ‘the WU Co pot up a set of shields and B
»snrnr ors which completely annihilated the TK sipgnals.

I dont recommend thod‘“bp iuea._”Q, as I say tried it out, ‘but .,
unless one blz enougzh for a whole room is bullt (in which case
all telephone, power and light lines have to bé shielded and
urdpp~d) the personnel fse 1 ooop d up and 1t 1s not very satisfactory.

Well, that Lhe tory. Am hqock*nw off for Qupver now.
WELL be- expecting you-back-soone




